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Abstract— A wireless ad hoc network is a temporary network set up by wireless nodes usually moving randomly and communicating
without a network infrastructure. Due to security vulnerabilities of the routing protocols, however, wireless ad h oc networks may be
unprotected against attacks by the malicious nodes. In this study we investigated the effects of Sinkhole attacks on the network
performance. And detection of nodes that behaves as like Sinkhole against the DS R Protocol MANET. And comparison between the
performance with DS R protocol with no malicious nodes and with sinkhole nodes in DS R MANET. The network performance in the
presence of a Sinkhole is reduced up to 32%.
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I.
INTRO DUCTION
An autonomous system of mobile hosts connected by wireless
lin ks, often called Mobile Ad hoc Networks (MANETs)
A. Characteristics of MANET
1.
No fixed infrastructure
2.
Dynamic changing topology
-Mobile devices join/leave the network
unexpectedly; they can also move freely
3.
Energy-constrained
4.
Limited bandwidth
5.
Each node also serves as router
-Help to relay packets received fro m neighbours
6.
Interoperation with the Internet
Security is an essential requirement in mobile ad hoc network
(MANETs). Co mpared to wired networks, MA NETs are more
vulnerable to security attacks due to the lack of a trusted
centralized authority and limited resources. Attacks on ad hoc
networks can be classified as passive and active attacks,
depending on whether the normal operation of the network is
disrupted or not.

1.
2.
3.
4.
5.

Security requirements
Availability
Authorizat ion and Key Management
Data Confidentiality
Data Integrity
Non-repudiation

•
•
•
•

Security Solution Constraints
Lightweight
Decentralized
Reactive
Fault-tolerant

© 2012, IJARCSSE All Rights Reserved

1.
2.
routing
3.
4.
5.
6.

Challenges:
No infrastructure
Peer-to-peer architecture with mult i-hop
Mobile device physical vulnerability
Stringent resource constraints
Wireless med iu m
Node mobility

This paper analyses One type of Sinkhole Attack the
Sinkho le Attack that can easily be employed against MANET
Routing Protocol. Th is paper focuses on detecting the
sinkhole attacker on dynamic source routing (DSR) Protocol
effectively. The sinkhole attack, a malicious node in MANET
advertises wrong routing informat ion, such as advertising
itself as being on the way to specific nodes, so receives the
whole t raffics in local network. Then it mod ifies the data
packets or drops them to make the network co mp licated.

In the rest of Paper is organized as follows. In
Section 2, DSR Protocol in MANET we see the performance
measures of DSR Protocol with no malicious nodes and in
Section 3, Sin khole attack are described and we also see the
performance of DSR Protocol with Sin khole nodes. In Sect ion
4, we see the performance co mparison between the DSR
Protocol and DSR with Sinkhole nodes. We make the
Conclusion in Section 5.
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II DYNAMIC SOURCE ROUTING
'Dynamic
Source
Routing'
(DSR)
is
a routing protocol for wireless mesh networks. It is similar
to AODV in that it forms a route on-demand when a
transmitting co mputer requests one. However, it uses source
routing instead of rely ing on the routing table at each
intermediate device.
Determining source routes requires accumulating the
address of each device between the source and destination
during route discovery. The accumulated path informat ion
is cached by nodes processing the route discovery packets.
The learned paths are used to route packets. To accomplish
source routing, the routed packets contain the address of each
device the packet will traverse. This may result in high
overhead for long paths or large addresses, like IPv 6. To avoid
using source routing, DSR optionally defines a flo w id option
that allows packets to be forwarded on a hop-by-hop basis.
This protocol is tru ly based on source routing
whereby all the routing information is maintained (continually
updated) at mobile nodes. It has only two majo r phases, which
are Route Discovery and Route Maintenance. Route Reply
would only be generated if the message has reached the
intended destination node (route record which is initially
contained in Route Request would be inserted into the Route
Reply).To return the Route Reply, the destination node must
have a route to the source node. If the route is in the
Destination Node's route cache, the route would be used.
Otherwise, the node will reverse the route based on the rout e
record in the Route Reply message header (this requires that
all lin ks are symmetric). In the event of fatal trans mission, the
Route Maintenance Phase is initiated whereby the Route Error
packets are generated at a node. The erroneous hop will be
removed fro m the node's route cache; all routes containing the
hop are truncated at that point. Again, the Route Discovery
Phase is initiated to determine the most viable route.For
informat ion on other similar protocols, see the ad hoc routing
protocol list.
Dynamic source routing protocol (DSR) is an on demand protocol designed to restrict the bandwidth consumed
by control packets in ad hoc wireless networks by eliminating
the periodic table-update messages required in the tabledriven approach. The major difference between this and the
other on-demand routing protocols is that it is beacon-less and
hence does not require periodic hello packet (beacon)
transmissions, which are used by a node to inform its
neighbors of its presence. The basic approach of this protocol
(and all other on-demand routing protocols) during the route
construction phase is to establish a route by flooding
RouteRequest packets in the network. The destination node,
on receiving a RouteRequest packet, responds by sending a
RouteReply packet back to the source, which carries the route
traversed by the RouteRequest packet received.
Consider a source node that does not have a route to the
destination. When it has data packets to be sent to that
destination, it init iates a RouteRequest packet. This
RouteRequest is flooded throughout the network. Each nod e,
upon receiving a RouteRequest packet, rebroadcasts the
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packet to its neighbors if it has not forwarded it already,
provided that the node is not the destination node and that the
packet‘s time to live (TTL) counter has not been exceeded.
Each RouteRequest carries a sequence number generated by
the source node and the path it has traversed. A node, upon
receiving a RouteRequest packet, checks the sequence number
on the packet before forwarding it. The packet is forwarded
only if it is not a duplicate RouteRequest. The sequence
number on the packet is used to prevent loop format ions and
to avoid mult iple transmissions of the same RouteRequest by
an intermediate node that receives it through multiple paths.
Thus, all nodes except the destination forward a RouteRequest
packet during the route construction phase. A destination node,
after receiv ing the first RouteRequest packet, replies to the
source node through the reverse path the RouteRequest packet
had traversed. Nodes can also learn about the neighboring
routes traversed by data packets if operated in the
promiscuous mode (the mode of operation in which a node
can receive the packets that are neither broadcast nor
addressed to itself). This route cache is also used during the
route construction phase. If an intermed iate node receiving a
RouteRequest has a route to the destination node in its route
cache, then it replies to the source node by sending a
RouteReply with the entire route information fro m the source
node to the destination node.
Advantages and Disadvantages :
This protocol uses a reactive approach which eliminates the
need to periodically flood the network with table update
messages which are required in a table-driven approach. In a
reactive (on-demand) approach such as this, a route is
established only when it is required and hence the need to find
routes to all other nodes in the network as required by the
table-driven approach is eliminated. The intermed iate nodes
also utilize the route cache information efficiently to reduce
the control overhead. The disadvantage of this protocol is that
the route maintenance mechanism does not locally repair a
broken lin k. Stale route cache information could also result in
inconsistencies during the route reconstruction phase. The
connection setup delay is higher than in table -driven protocols.
Even though the protocol performs well in static and lowmobility environ ments, the performance degrades rapidly with
increasing mobility. A ls o, considerable routing overhead is
involved due to the source-routing mechanism employed in
DSR. This routing overhead is directly proportional to the
path length
III DYNAMIC SOURCE ROUTING AND SINKHOLE
ATTACK
DSR is one of the most widely used reactive protocols in adhoc networks. DSR uses two kinds of messages known as
RREQ – Route Request and RREP – Route Reply for route
discovery process. The following figure (Fig.1) depicts the
sequence of operations in route discovery. DSR uses the
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RREQ message if and only if there are no routes available in
the route cache to reach the destination. DSR starts the route
discovery by sending Route Request (RREQ) packet. The
Fig.2 shows the propagation of RREQ packets. The RREQ
will be uniquely identified by the sequence number, source id
and destination id. Node A initiates the route discovery by
broadcasting the RREQ message. Each node will then add
their id to the route and broadcasts it again. The nodes B, C, D
are intermed iate nodes and they do not have any source route
to reach the node 8, which is the intended destination. The
intermediate node which has the route to the destination will
send a Route Rep ly (RREP) and if no intermediate node has
the information, the RREQ will be propagated to the
destination. The Fig.3 depicts the RREP propagation fro m the
destination node E to the source node A. Bogus RREQ will be
used to carry out the sinkhole attack. If the bogus RREQ has
higher sequence number than the sequence number of the
original RREQ fro m the target node, the intermediate nodes
will treat the bogus one as the latest request and discard the
original one. Fig.4 depicts the propagation of bogus RREQ
message from node A with the sequence number 888 and the
target as D. By doing this, the sinkhole nodes can draw the
network t raffic towards them. This can cause node failure
because of the higher power consumption and the network
may fail because of the heavy congestion in a particular route.
So, it is imperat ive to detect the sinkhole nodes as early as
possible and detach them fro m the MANET.
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Figure 2. Propagation of RREQ

Figure 3. Propagation of RREP

Figure 4. Bogus RREQ fro m node A

Figure 1. Route Discovery Process
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Our approach uses the mutual understanding among the nodes
in order to detect the malicious nodes. This approach is based
on the DSR protocol. The RREQ will consist of source id,
destination id, sequence number and source route. A sequence
number indicates the freshness of the RREQ. The sequence
number of the nodes will be strict ly increasing monotonically.
In other words, each different packet will have different
sequence numbers. The sinkhole node appends its id on the
source route and broadcasts the bogus RREQs. The sinkhole
attack increases network overhead, decreases the network‘s
lifetime. Our proposed approach uses the advantages of the
cooperative technique as well as the discontinuity in the
sequence number. We are using four different types of
messages during the detection process. A value known as
‗peak‘ value will be selected based on the scalability of the
network. The peak value will be the threshold of the
discontinuity in sequence numbers. Whenever a node receives
any RREQ message, it will calcu late the peak value by
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comparing the sequence number of the current RREQ with the
previously received message from the same source. The nodes
will send a Message if the discontinuity in sequence number is
greater than peak value. The Message will contain the source
route and the sequence number of the bogus RREQ message.
On the other hand, if the attacker is so intelligent, the attack
cannot be detected using the peak value. In this case, the
second part of the algorith m begins. The target node will send
the Attack Informat ion Message to the network. The next step
will be the generation of the Path Information Message (PIM).
These messages contain the path of the sinkhole node. This
path will be a reduced set when co mpared to the path in the
Attack Informat ion Message. The path in the PIM massage
will be different fro m d ifferent sources. The final step will be
the broadcasting of the message will confirm the sinkhole
node.

IV PERFORMANCE COMPARISON B ETWEEN DSR
AND DSR WITH S INKHOLE:
Packet deli very ratio
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V CONCLUS ION
In this paper we see the introduction about MANET means
various challenges in MANET, Security requirements ,
Security solution Constraints as security is main issue in
MANET. Many routing protocols are vulnerable to attack
because of its infrastrucureless characteristics and wireless
med iu m, one such attack is Sin khole attack in which a
malicious node in MANET advertises a wrong routing
informat ion, such as advertising itself as being on the way to
specific nodes, We also discuss the DSR protocol in deep and
Sinkho le attack is analyzed against the DSR Protocol MANET.
We also see the Performance Co mparison between DSR
protocol with no malicious nodes and the DSR Protocol With
the sinkhole nodes
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